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1. Security Overview
Fabric security operates at multiple levels: tenant, capacity, workspace, and item. Understanding these layers enables implementing defense-in-depth security strategies.
1.1 Security Layers
	Layer
	Controls
	Managed By

	Tenant
	Fabric settings, admin portal
	Fabric Admin

	Capacity
	Capacity assignment, workload settings
	Capacity Admin

	Workspace
	Workspace roles, item access
	Workspace Admin

	Item
	Item permissions, RLS, sharing
	Item Owner

	Data
	Row-level, column-level security
	Data Owner





2. Workspace Roles
Workspace roles define what users can do within a workspace. Assign the minimum role needed for each user's responsibilities.
2.1 Role Permissions
	Permission
	Admin
	Member
	Contributor
	Viewer

	View items
	✓
	✓
	✓
	✓

	Create items
	✓
	✓
	✓
	✗

	Edit items
	✓
	✓
	Own only
	✗

	Delete items
	✓
	✓
	Own only
	✗

	Share items
	✓
	✓
	✗
	✗

	Manage roles
	✓
	✗
	✗
	✗

	Delete workspace
	✓
	✗
	✗
	✗



2.2 Role Assignment Guidelines
1. Admin: Platform team, workspace owners only
1. Member: Data engineers, developers who need full access
1. Contributor: Analysts who create content
1. Viewer: Business users consuming reports


3. Workspace Patterns
3.1 Environment-Based Workspaces
1. Development workspace: Dev team members
1. Test workspace: QA team, limited access
1. Production workspace: Restricted to deployment service
1. Use naming convention: [Project]-[Layer]-[Env]
3.2 Layer-Based Workspaces
1. Bronze workspace: Data engineers (Contributor+)
1. Silver workspace: Data engineers (Contributor+)
1. Gold workspace: Analysts (Viewer), Engineers (Contributor)
1. Reporting workspace: Business users (Viewer)
3.3 Domain-Based Workspaces
1. Claims workspace: Claims team
1. Finance workspace: Finance team
1. Clinical workspace: Clinical team
1. Cross-functional access via sharing or shortcuts


4. Item-Level Permissions
4.1 Sharing Options
1. Share with users: Direct item access
1. Share with groups: Azure AD groups recommended
1. Build permission: Allow creating content on dataset
1. Reshare: Allow recipient to share further
4.2 Permission Types
	Permission
	Allows

	Read
	View item, run queries (for datasets)

	Build
	Create reports/content using item

	Write
	Edit item

	Reshare
	Share item with others



4.3 Semantic Model Permissions
1. Read: Execute DAX queries, view in reports
1. Build: Create reports and dashboards
1. Write: Modify semantic model
1. Manage: Full control including delete


5. Data Security
5.1 Row-Level Security
1. Defined in semantic model or warehouse
1. Filters data based on user identity
1. Enforced automatically on all queries
1. Use dynamic RLS for scalability
5.2 Object-Level Security
1. Restrict access to specific tables
1. Hide columns from users
1. Implemented via perspective or OLS
1. Use for sensitive columns (SSN, salary)
5.3 OneLake Security
1. Workspace role controls Lakehouse access
1. Shortcut permissions follow source
1. External tables respect source security
1. Use Azure AD for external storage


6. Best Practices
6.1 General Guidelines
1. Use Azure AD groups, not individual users
1. Apply least privilege principle
1. Document access decisions
1. Regular access reviews
1. Separate environments properly
1. Enable audit logging
6.2 Common Patterns
	Scenario
	Approach

	Report consumers
	Viewer role + item sharing + RLS

	Report developers
	Contributor role + Build permission

	Data engineers
	Member role on data workspaces

	Cross-team access
	Share items or create shortcuts



6.3 Security Checklist
1. ☐ Workspace roles assigned to groups
1. ☐ RLS implemented for multi-tenant data
1. ☐ Sensitive columns masked or hidden
1. ☐ Production workspace restricted
1. ☐ Audit logging enabled
1. ☐ Access review scheduled
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